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We reviewed the Department of Children and Family Services' (DCFS or Department)
controls over the KinderTrack System (KinderTrack or System), which the Department
uses to process subsidized child care payments for the DCFS Child Care Program
(Program). The California Department of Education (CDE) contracts with DCFS to
administer the Program, which involves enrolling and paying subsidized child care for
low income families with active child protective services cases. ln Fiscal Year 2014-15,
DCFS paid approximately $11.8 million to child care providers through KinderTrack.

The purpose of our review was to assess the Department's compliance with County
information technology and fiscal policies and procedures. Our review focused on
testing KinderTrack payment processing controls, including separation of duties,
payment authorizations, the process for submitting payments electronically from
KinderTrack to the electronic Countywide Accounting and Purchasing System (eCAPS),
and the process for performing a KinderTrack risk assessment.

Results of Review

DCFS management needs to improve controls over KinderTrack and the child care
payment process. We noted a significant number of overpayments and underpayments
in a sample of child care payments tested, and found that a lack of automated payment
controls, authorizations, policiesiprocedures, and staff training contributed to the errors.
Following are examples of areas for improvement:
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Approval Gontrols - DCFS needs to implement electronic System approvals for
payments, payment rates, families, and child care providers that staff enter into
the System, as required by County Fiscal Manual (CFM) Section 8.9.1. We
noted that DCFS does not require any approvals for child care payments that
staff enter into the System. ln addition, staff can bypass manual approvals to
change provider payment rates that are stored in the System, and to enter
families and províders in the System to receive Program services.

DCFS' attached response indicates they will work with the Sysfem vendor to
implemenf Sysfem workflow for electronic approvals or will esfab/rsh
compensating manual approvals.

Payment Errors - DCFS needs to correct overpayments and underpayments
noted in our review. We tested 50 child care payments that DCFS staff entered
into the System and noted 12 (24o/o) payment errors totaling $659. While the
individual value of the errors is small (approximately $55 per error), the 24% error
rate suggests that the cumulative impact of errors could be significant in the
overall population of approximately 16,700 payments per year.

DCFS' attached response indicates they have developed a process for
recovering the confirmed overpayments and issuing supplemental warrants for
underpayments noted in our review.

Monitoring Ghild Gare Payment Laws - DCFS needs to develop a process to
monitor changes in child care payment laws, and to adjust payment processes to
address new legal provisions. We noted that DCFS payment staff have over and
under paid providers for premium child care hours for more than 12 years. This
occurred because managers in the child care and payment sections were not
aware of changes to the California Code of Regulations (CCR) in 2003 that
affected the payment calculation process for premium child care hours.

DCFS' attached response indicates they implemented a process where
managers in the child care and payment sections will receive management
bulletins from the CDE, and will adjust DCFS' payment process as needed to
comply with changes fo child care payment law.

Payment Rates - DCFS needs to evaluate modifying KinderTrack to
automatically adjust payment rates as the child receiving care gets older. DCFS
payment staff need to remember to adjust the provider rate down when the child
receiving care has a birthday, since provider rates typícally decrease as a child
gets older. Automating the rate adjustments would reduce the likelihood of
errors.
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DCFS' attached response indicates they have evaluated the Sysfem and
determined it can automatically adjust payment rafes for a child's birthday if the
provider's rates for different age groups are entered into the System. DCFS child
care staff will now input all provider rates during the enrollment process and
KinderTrack will adjust rates when birthdays occur. Ihe Sysfem will also alert
DCFS staff 45 days prior to a child's birthday so sfaff can ensure the applicable
age group rate is entered.

Provider Registration Fees - DCFS needs to require enrollment staff to enter
provider registration fees in KinderTrack so the System can automatically apply
the registration fee to a provider's first payment. Under the Program, DCFS pays
child care registration fees for eligible families. However, the process for paying
the fee is susceptible to error because it relies on payment staff to remember to
input the fee when processing a provider's first child care payment. ln addition, it
is difficult for payment staff to determine if they have previously paid the fee,
increasing the risk that staff could enter and pay the fee in duplicate.

DCFS' attached response indicates they have instructed enrollment staff to enter
registration fees in the Sysfem when they create the provider profile.
KinderTrack will automatically pay the registration fee in the provider's first child
care payment, or in incremental monthly payments to comply with Regional
Market Rate limíts.

Ch¡ld Care Licenses - DCFS needs to improve how staff monitors child care
provider licenses, including establishing a process to register with the California
Department of Social Services (CDSS) for automated e-mail notifications when
provider license statuses change. CCR Tille 22, Division 12 requires most child
care providers operating in California to maintain an active child care license with
the CDSS. DCFS staff will verify that providers have an active child care license
when they initially enroll in the Program, but do not subsequently review to
ensure that provider licenses remain in good standing with CDSS. As a result,
tvvo (4o/o) of the 45 providers we reviewed received 11 payments totaling $8,095
for child care that occurred up to eight months after their licenses were
suspended due to reports of over-occupancy, a criminal conviction in the
household, and/or domestic violence.

DCFS' attached response indicates they have instructed staff to retain a printout
of each provider's license sfafus during enrollment, and when recertifying a child
care placement. The Department also indicates they have established an e-mail
account to receive automated notifications from CDSS on provider license sfafus
changes. Eligibility workers will monitor and resolve rssues identified in the
notifications.
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We also noted that DCFS management needs to improve controls over preventing
possible duplicate payments, enhance payment monitoring procedures to identify
suspended payments timely, evaluate using postback data from eCAPS to monitor the
status of child care payments, and automate payment calculations in the System.
DCFS also needs to develop written child care payment policies and procedures, and
perform a risk assessment for KinderTrack as required by Board of Supervisors Policy
6.107.

Details of these findings and recommendations are included in Attachment l.

Review of Report

As indicated, many of our recommendations will require the Department to evaluate
modifying KinderTrack to incorporate new electronic controls and processes. We
discussed our report with DCFS management, and the Department has agreed that if
their evaluation determines certain electronic controls are not practical, they will
implement alternative manual controls. DCFS' attached response (Attachment ll)
describes the specific corrective actions they have taken, or plan to take, to address the
recommendations in our report.

We thank DCFS' management and staff for their cooperation and assistance during our
review. lf you have any questions please call me, or your staff may contact Robert
Smythe at (213) 253-01 00.

JN:AB:PH:RS:MP

Attachments

c: Sachi A. Hamai, Chief Executive Officer
Philip L. Browning, Director, Department of Children and Family Services
Public lnformation Office
Audit Committee



Attachment I

DEPARTMENT OF CHILDREN AND FAMILY SERVICES
KINDERTRACK SYSTEM REVIEW

Background

We reviewed the Department of Children and Family Services' (DCFS or Department)
controls over the KinderTrack System (KinderTrack or System), which the Department
uses to process subsidized child care payments for the DCFS Child Care Program
(Program). The California Department of Education (CDE) contracts with DCFS to
administer the Program, which involves enrolling and paying subsidized child care for
low income families with active child protective services cases. The Program is
subsidized by the CDE with State and Federal Alternative Payment Program funding.

DCFS staff use the System to enroll families and child care providers in the Program, to
process payments to providers who render child care services, and to send approved
payment requests to the electronic Countywide Accounting and Purchasing System
(eCAPS). ln Fiscal Year (FY) 2014-15, the Department used the System to process
approxímately 16,700 payments to child care providers totaling approximately $11.8
million. Our review focused on testing KinderTrack payment processing controls,
including separation of duties, payment authorizations, the process for submitting
payments electronically from KinderTrack to eCAPS, and the process for performing a
KinderTrack risk assessment.

System Approvals

County Fiscal Manual (CFM) Section 8.9.1 requires information entered into information
technology (lT) systems to be independently reviewed and authorized before it is
submitted for processing. CFM Section 8.4.1 also requires departments to separate key
transaction processing functíons, such as the abilíties to input a vendor and process a
payment. These controls help ensure that transactions processed in lT systems are
accurate and valid.

We noted that DCFS has appropriately separated the responsibilities in the System for
establishing child care providers (i.e., payees) and issuing payments to the providers.
However, we noted weaknesses within the System for the process of approving child
care payments, payment rates, Program participants, and providers. Specifically:

Payment Approvals - DCFS does not require any approvals for child care
payments that DCFS payment staff enter into the System, totaling $11.8 million
in FY 2014-15. ln addition, we noted that the process for payment staff to
calculate payments is susceptible to error because it frequently relies on staff to
perform out-of-System calculations, make adjustments to payment rates,
override System payment limits, and requires an extensive knowledge of how to
apply payment rules established under the Calífornia Code of Regulations
(CCR). DCFS management needs to implement electronic System approvals for
payments that staff process.

AU DITOR-CONTROLLER
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DCFS - KinderTrack System Review Page 2

We reviewed a sample of child care payments and noted several errors resulting
in overpayments and underpayments that could have been prevented by
supervisory approvals. Details of the errors and DCFS' payment process are
discussed in the Payment Processing section below.

Payment Rates - We noted that DCFS staff can enter and adjust provider
payment rates that are stored in the System without obtaining required
approvals. DCFS requires Eligibility Workers (EWs) to document provider
payment rates on a hard-copy Certificate for Child Care Services (Certificate),
obtain an Eligibility Supervisor's (Supervisor) initials on the Certificate, and then
enter the Certificate rate in the System. However, we noted that EWs could
bypass the Supervisor approval by entering a rate in the System and never
submitting the Certificate for the Supervisor to initial. In addition, Supervisors
may not detect inaccurate rates EWs enter in the System because they do not
always compare the approved Certificate rate to the rate that EWs enter.

a

O

We also noted that staff in the DCFS Payment section can adjust payment rates
without any review/approval. Payment section staff indicated that they frequently
adjust rates if they find that the rate on the Certificate does not match the rate
stored in the System, or if an EW leaves an electronic note in the System telling
Payment staff to change the rate.

The System uses stored provider payment rates to help calculate all child care
payments. To reduce the likelihood of payment error, DCFS needs to implement
electronic System approvals for all payment rate changes, and require EWs and
Supervisors, who are responsible for establishing rates, to process all rate
changes in the System.

Participant and Provider Approvals - We noted that DCFS enrollment staff can
enter participant families and child care providers in the System without obtaining
required approvals. This increases the risk that staff could enter an erroneous or
invalid family/provider without being detected.

When DCFS enrollment staff enter a family and a child care provider into the
System, they create separate hard-copy family and provider files with
documentation to support that each qualifies for the Program. DCFS procedures
require a Supervisor to review and sign an approval in both files. However,
enrollment staff can bypass these approvals and enter families and providers in
the System without creating the files or submitting them for signature. ln
addition, the existing Supervisor review is not adequate to detect data entry
errors, because Supervisors do not verify that information entered into the
System (i.e., names, addresses, etc.) matches the supporting documentation.

We reviewed 25 active child care providers (i.e., payees) in the System and
found that nine (36%) were missing a Supervisor's signature in the provider file to

AU DITOR-CONTROLLER
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DCFS - KinderTrack Svstem Review Paqe 3

indicate approval of the provider. Each of the nine unapproved providers were
supported and appeared valid.

To reduce the risk of payment error and ensure that only authorized families and
providers are entered into the System to participate in the Program, DCFS management
needs to implement electronic System approvals for payments, payment rates, families,
and child care providers that staff enter in the System. DCFS also needs to require
EWs and Supervisors to process all payment rate changes in KinderTrack.

Recommendations

Department of Children and Family Services management:

lmplement electronic System approvals for payments, payment rates,
families, and child care providers that staff enter in KinderTrack.

2. Require Eligibility Workers and Eligibility Supervisors to process all
payment rate changes in KinderTrack.

Pavment Processing Gontrols

The CDE's Alternative Payment Program Funding Terms and Conditions indicate that
DCFS can pay child care providers at their market rate for child care, but limits the
payment amount to the maximum Regional Market Rate (RMR) for child care
established by the CDE.

Child care providers request Program payments by submitting monthly timesheets to
DCFS to report qualified child care hours. When DCFS Payment staff receive provider
timesheets, they enter the child care hours from each timesheet into a digital timesheet
in KinderTrack. DCFS has designed the System to apply each provider's stored
payment rate to the hours input from the timesheet to calculate the payment amount
due. The System also stores and enforces the RMR limits to prevent paying a provider
more than the maximum RMR.

Payment Errors

We tested 50 timesheets that DCFS staff entered into the System for payment and
noted 12 (24%) payment errors totaling $659. While the individual value of the errors is
small (approximately $55 per error), the 24o/o error rate suggests that the cumulative
impact of errors could be significant in the overall population of approximately 16,700
payments per year.

The majority of errors occurred due to a lack of System automation, and a lack of
adequate training to assist staff in calculating child care payment amounts. ln the
sections below, we discuss the specific causes for the 12 payment errors, and
recommendations to prevent them from reoccurring.

AU DITOR-CONTROLLER
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DCFS - KinderTrack Svstem Review Page 4

DCFS management needs to resolve the overpayments and underpayments noted in
our review.

Recommendation

3. Department of Children and Family Services management resolve the
overpayments and underpayments noted in our review.

Manual Galculations

As mentioned, the System is designed to assist staff by calculating child care payments
based on child care hours and provider payment rates that staff input. However, we
noted the System does not calculate payment for premium child care hours (i.e., hours
on weekends and weekday evenings), and does not always prorate provider payment
rates when needed (e.9., DCFS pays providers 3/5 of their weekly rate when they only
províde child care for three of the five weekdays). As a result, DCFS Payment staff
calculate these payments outside of the System, increasing the likelihood of error.
Three (25o/o) of the 12 errors occurred because DCFS Payment staff made
mathematical errors when prorating provider rates and calculating payments outside of
the System for partial weeks of child care.

To reduce the likelihood of payment error, DCFS management needs to evaluate
modifying KinderTrack to automate all child care payment calculations based on the
child care hours entered, including modifying the System to calculate payment for
premium hours, and for prorated child care rates.

Recommendation

4. Department of Children and Family Services management evaluate
modifying KinderTrack to automate all child care payment calculations
based on the child care hours entered, including modifying the System
to calculate payment for premium hours and prorated child care rates.

Premium Ghild Gare Pavments

CCR Title 5, Section 18075.1 requires DCFS to increase the maximum RMR for child
care when a provider reports more than 10% of child care as premium hours (i.e., hours
on a weekend or weekday evening). However, DCFS still must not pay a provider more
than their market rate.

We noted four(33%) of the 12 errors related to errors in calculating premium child care
payments. We also noted that DCFS has incorrectly paid providers for premium child
care for years because the payment rules changed in 2003 but DCFS did not adjust its
payment process. Specifically:

AU DITOR-CONTROLLER
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a One (8%) of the 12 errors occurred because DCFS paid the provider at the
maximum RMR for child care, and did not cap their payment at the provider's
market rate, as required. DCFS Payment section supervisors indicated that their
staff have never capped premium payments at the provider's market rate
because they were not aware of the CCR rule that went into effect in 2003.

a Three (25o/o) of the 12 payment errors occurred because staff did not increase
the RMR for providers who reported between 10o/o and 25% of their time as
premium child care. DCFS Payment section supervisors indicated that staff did
not increase the RMR for these providers because they followed the CCR rule
prior to 2003 that only required an RMR increase when more lhan 25o/o of hours
are for premium care.

We could not easily determine the extent of the premium child care payment errors that
have occurred since 2003 because DCFS does not have a method to track or report on
payments for premium child care. DCFS management needs to evaluate the feasibility
and cost benefit of identifying and resolving the premium child care payment errors that
have occurred since 2003.

We also noted that KinderTrack does not automatically adjust the RMR when staff enter
premium child care hours. DCFS staff need to calculate the increased RMR amount
outside of the System, then use an RMR override feature to enter the new amount in
the System. However, this process is susceptible to calculation and data entry error.

To reduce the risk of payment errors, DCFS management needs to develop a process
to monitor changes to child care payment law, and adjust payment processes to
address new legal provisions. DCFS management also needs to evaluate modifying
KinderTrack to prohibit payments that exceed a provider's market rate for child care,
and to automatically adjust RMR limits for premium chíld care hours so that DCFS can
eliminate the RMR override feature.

Recommendations

Department of Children and Family Services management:

5. Evaluate the feasibility and cost benefit of identifying and resolving
the premium child care payment errors that have occurred since 2003.

6. Develop a process to monitor changes to child care payment law, and
adjust payment processes to address new legal provisions.

Evaluate modifying KinderTrack to prohibit payments that exceed a
provider's market rate for child care.

AU DITOR-CONTROLLER
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DCFS - KinderTrack Svstem Review Paqe 6

Evaluate modifying KinderTrack to automatically adjust Regional
Market Rate limits for premium child care hours, and eliminate the
Regional Market Rate override feature.

Pavment Rates

As mentioned, DCFS staff document provider payment rates on a hard-copy Certificate
during enrollment. ln addition, provider rates for child care decrease as a child gets
older. lf the child has an upcoming birthday, DCFS documents two provider payment
rates on the Certificate (i.e., one rate before the birthday and one after).

We noted that three (25o/o) of the 12 payment errors occurred due to staff errors in
accounting for child birthdays and the associated changes in provider rates. For two
payments, DCFS staff did not account for the child's birthday by using the new payment
rate. For the other payment, DCFS staff accounted for the birthday and rate change,
but inappropriately applied the new rate for the entire month instead of only applying ít

after the child's birthday. DCFS management needs to evaluate modifying the System
to automatically adjust provider rates as a child gets older.

ln addition, one (8%) of the 12 payment errors occurred because DCFS enrollment staff
documented the wrong provider rate on the Certificate and entered that rate into the
System for payment. The error occurred because DCFS enrollment staff received an
update to the provider's rates but did not file it timely in the provider file to use when
creating the Certificate. DCFS needs to ensure that staff file provider rate lists timely in
the provider file.

Recommendations

Department of Ghildren and Family Services management:

Evaluate modifying KinderTrack to automatically adjust provider rates
as a child gets older.

10. Ensure that staff file provider rate Iists timely in the provider file.

Registration Fees

CCR Title 5, Section 18076.1 allows for DCFS to reimburse child care províders for
registration fees that some providers charge to families who enroll for child care. DCFS
enrollment staff document provider registration fees on the provider Certificate during
enrollment. When DCFS Payment staff process a provider's first timesheet for
payment, they check the Certificate and input the registration fee for payment.

One (8%) of the 12 payment errors occurred because DCFS Payment staff did not input
the registration fee from the Certificate. To avoid duplication or oversight of registration
fee payments, DCFS should require enrollment staff to enter provider registration fees

AU DITOR.CONTROLLER
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DCFS - KinderTrack Svstem Review Paoe 7

in the System at the time they create the provider profile, and allow the System to
automatically add the fee to the provider's first child care payment.

Recommendation

11. Department of Ghildren and Family Services management require
enrollment staff to enter provider registration fees in the System when
they create the provider profile, and allow KinderTrack to
automatically add the registration fee to the provider's first child care
payment.

Policies and Procedures

DCFS supervisors Ín the Payment section indicated that errors occur in part because
child care payment staff are inexperienced due to high turnover. However, we noted
that DCFS management has not developed policies/procedures or provided formal
training to guide Payment staff in performing their duties, as required by CFM Section
8.9.1.

To reduce the risk of payment error, DCFS needs to develop written child care payment
policies and procedures, in accordance with applicable regulations, to guide staff in their
payment processing duties. DCFS management also needs to develop and deliver
periodic staff training on child care payment policies and procedures.

Recommendations

Department of Ghildren and Family Services management:

12. Develop written child care payment policies and procedures, in
accordance with applicable regulations, to guide staff in their payment
processing duties.

13. Develop and deliver periodic staff training on child care payment
policies and procedures.

Payment Documentation

As mentioned, DCFS enrollment staff must prepare a Certificate that is signed by the
provider to document each provider's child care payment rate. California Education
Code Section 8221.5 also indicates that child care timesheets must document the
specific dates and times of child care, and must be signed by the guardian and child
care provider to certify attendance.

We reviewed support for 50 child care providers and noted that one (2o/o) Certificate
was not signed by the provider to acknowledge the child care payment rate entered into

AU DITOR-CONTROLLER
COUNTY OF ¿OS A'VGELES
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the System. DCFS management needs to ensure staff obtain provider signatures on all
Certificates.

We also reviewed 50 child care tímesheets on file to support payments entered in the
System, and noted that nine (18o/o) were incomplete due to missing child care provider
signatures or dates of child care. These timesheets should be returned to the child care
provider for correction.

Recommendations

Department of Ghildren and Family Services management ensure that staff:

14. Obtain provider signatures on all Certificates for Ghild Care Services
to document each provider's agreement to their child care payment
rate.

15. Return incomplete child care timesheets to providers for correction.

ch¡td Licenses

CCR Title 22, Division 12 requires most child care providers operating in California to
maintain an active child care license with the California Department of Social Services
Community Care Licensing (CCL) Division. The only exception is for public and private
school programs that offer child care before or after the school day. CCL monitors
licensees and can suspend or cancel licenses for various reasons, such as if the
licensee poses an immediate risk to the health or safety of those in their care.

We noted that DCFS staff verify that providers have an active license when they enroll
in the Program, but staff do not review license statuses thereafter. As a result, [uo (4%)
of the 45 providers we reviewed received 11 payments totaling $8,095 for child care that
occurred up to eight months after their licenses were suspended. According to the
CCL, one of the providers was suspended due to over-occupancy and a criminal
conviction. The other was suspended due to reports of domestic violence in the home.

DCFS establishes an agreement with every child care provider that lasts no longer than
six months, and can renew a provider agreement beyond six months when there is still
a need for child care. To ensure the safety of Program participants, DCFS should
require staff to review the status of provider child care licenses at least every six months
when renewing provider agreements, and terminate agreements with providers who
have a suspended or canceled lícense.

We also noted that the CCL website has a feature where DCFS staff can register to
receive weekly e-mail updates on each provider's license status. DCFS management
should assign staff to register each Program provider for automated e-mail notifications
from the CCL, and to monitor and resolve license issues identified in the e-mail
notifications.

AU DITOR-CONTROLLER
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Recommendations

Department of Children and Family Services management:

16. Require staff to review the status of child care provider licenses at
Ieast every six months when renewing provider agreements, and
terminate agreements with providers who have a suspended or
canceled license.

17. Assign staff to register each Program provider for automated e-mail
notifications from the Gommunity Care Licensing Division, and to
monitor and resolve license issues identified in the e-mail
notifications.

Svstem lnterface

DCFS periodically generates an electronic file of claims processed in the System and
transmits the file to eCAPS to generate payments to child care providers. CFM Section
8.9.2 requires departments to implement controls to ensure that data is transferred
completely and accurately between systems. This includes controls to deter the
duplication of transferred data and to ensure that transfer errors are corrected timely.

Duplicate Pavment Gontrols

DCFS lT staff developed an automated program that is designed to check the child care
payment file for duplicate payments. lf the automated program identifies possible
duplicates, DCFS lT staff e-mails supervisors in the DCFS Payment section to research
and resolve the possible duplicates. DCFS developed this control because, in 2013 and
2014, they transmitted two payment files to eCAPS that included duplicate child care
payments (which have since been resolved).

We discussed the automated duplicate payment check with DCFS lT staff and noted
that it is not designed to identify duplicates sent to eCAPS in separate payment files
(i.e., the program only checks for duplicates within a single payment file). This
increases the risk that DCFS may not detect duplicate payments transmitted to eCAPS
in separate payment files. ln addition, DCFS performs the duplicate payment check
after KinderTrack transmits payments to eCAPS, increasing the risk that duplicate
payments could be paid in eCAPS before being detected and canceled.

We also noted that supervisors in the DCFS Payment section do not always document
that they review and resolve possible duplicates. While we could not always verify that
supervisors review possible duplicates, we used automated audit tools to review over
one year of child care payment data, and did not note any actual duplicates.

AU DITOR-CONTROLLER
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Recommendations

Department of Ghildren and Family Services management:

18. Evaluate modifying KinderTrack's automated duplicate payment check
to detect duplicate payments transmitted in separate child care
payment files, and ensure staff perform the duplicate payment check
before transmitting the payment file to eGAPS.

19. Ensure Payment section supervisors document that they review and
resolve possible duplicate payments.

Suspended Pavments

eCAPS will suspend payments it receives from the System if it detects errors, such as
payments to a provider who was deactivated in eCAPS. Suspended payments are
listed on eCAPS exception reports until DCFS corrects or cancels them. CFM Section
8.9.2 requires departments to monitor exception reports and resolve suspended items
timely.

We reviewed the eCAPS Rejected Document Status report and found 20 rejected child
care payment requests valued at approximately $10,000. These payments remained
suspended in eCAPS for up to two years until we reported them to DCFS. DCFS
indicated that they monitor eCAPS rejected payments and re-issued 20 new payments
timely for each of the rejected payments noted. However, DCFS staff never canceled
the original suspended payments. This increases the risk that the suspended payments
could get processed in duplicate. DCFS needs to cancel the suspended payments
noted in our review, and enhance payment monitoring procedures to ensure staff
resolve and remove suspended payments from eCAPS in a timely manner.

We also noted that DCFS does not use the eCAPS warrant postback data file to help
reconcile each payment processed in KinderTrack to the corresponding warrant issued
in eCAPS. This makes it difficult for DCFS to detect discrepancies between the number
and amount of payments processed in KinderTrack and the warrants issued in eCAPS.
DCFS should evaluate modifying KinderTrack to accept eCAPS warrant postback data,
and to automatically flag discrepancies between KinderTrack and eCAPS.

Recommendations

Department of Children and Family Services management:

20. Gancel the suspended child care payments noted in our review.

Enhance payment monitoring procedures to ensure staff resolve and
remove suspended payments from eCAPS in a timely manner.

AU DITOR-CONTROLLER
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DCFS - KinderTrack System Review Paqe ll

22. Evaluate modifying KinderTrack to accept eCAPS warrant postback
data, and to automatically flag discrepancies between KinderTrack and
eCAPS.

lT Risk Assessment

Board of Supervisors Policy 6.107 requires departments to assess information security
risks on critical lT services as part of the Auditor-Controller's lnternal Control
Certification Program (ICCP). Departments must certify that proper controls are in
place, or that action is being taken to correct any weaknesses or vulnerabilities.

DCFS management did not identify KinderTrack as a critical system in their FY 2014-15
ICCP, and as a result, did not perform a risk assessment as required. DCFS uses
KinderTrack to manage critical child care services provided to the public, to process
over $11 million a year in child care payments, and to manage personally identifiable
participant information. DCFS management needs to ensure staff perform a risk
assessment on KinderTrack as part of the ICCP.

Recommendation

23. Department of Children and Family Services management ensure staff
perform a risk assessment on the KinderTrack System as part of the
lnternal Gontrol Certification Program.

AU DITOR-CONTROLLER
COUNTY OF ¿OS ,4ÍVGELES
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June 20, 2016

To: .ldrn Nalno
Audlor€onüolþr

Frcm: Phllip L,
Dl¡tclor

BESPONSE TO TIIE AUfXTOß€OñITFOLTER'S DEPARTTETT OF CI{ILDREil AflO
FATILY SEFYICE,S - KINDCFTRACK SYSTET REVIET

Atb¿ùcd b thc Dcpanment ol Childnn and Fanlly Scndcac' (DCFS¡) ßcpmce lo the
A¡úlor€onÙollc/¡ (A€) ropod, wt*ñ delail¡ tlp A€'s findhgs of DCFS KhderTrack
Syetem R.ybr. We haup ttnroughly levþwed the mpod and ca¡ofully taken hto
condderatlon the iecues and recornmendafpns oullined. We generally agree wih the
ncorrncndatlon¡ conlalncd wlthln thb report ¡nd we have iniü¡ted and adhrely taten
corr¡¿{re rneeau¡es thal rbengilheir marragement cmlrol¡ h the Chld C¡re Prognm and
enhalæc c¡ælem urablþ and aúornaüon overhe chlld car€ paymenl prccess to lmplemerìt
all ol the reoornmendetlons by A¡æucf 31, 2016.

Wc apprechtc thc oppoÉunlty to haw DCFS' recponsoc dllecf[ hdudod wltñ your frtal
lrpod lo the Board of SupeMeora. My DepaÉment b commltted to lnprwlng htamal
prectiræs þ encure comptarrce wilh Comty Fscal Policþ¡ and thanft your staff lor the llme
and rc¡otrrcec &r/ot€d to pvlew our operaüons.

lf you harrc any quesüons or r€quhe additional hfomation, pleaee have your steff æntæt
q/dh¡¡r filcCoy-Mlllcr, Scnlor Deputy Dirccûor, at (213) 351-5847.

Thank yur.

PLB:CI¡IM:ow

Att¡drnant

c: Clrnfie Mc0oy Mllþr, Senlor Oeputy Olreclor
Rogolo Tapla,,Mmlnþtnthru Deputy lll
Helm Berberian, D€p{rty Dkeclor
tÞbfiah Slver, Divisim Chief
Cecilla Custodio, BIS Divisit¡n Chief

To En¡lch Ltves Thrangh Efreclllæ arxl Cadng San/r¿t"
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AI'OIT RESPONSE
DEPAßilE}IT OF CtllU,REil AilD FAILY ÍIERT'ICES

KINDEHTRACK SYSÎEM REVIEW

Rcoonmcnûtlon ll
lrnplement elecüolric Weflr approvals for paynenla, peyrnent ralea, familiee, and cfrild
carc prcvldeæ that safl enter in KlnderTrdc

DCFIS Rorponæ: Agnr. OCFS BIS mnagEmenl b wo*hg wilh tho vwrdor lo
ptwlde slrsterfl balnlng m prop€r configuraflon and utllÞaüon of the ryslem by
Ar6tlt 31, 2016 tro lmpbmeil çpmprblc uorldlfl rtrudr¡¡ra ln addltlon.
epprcpriatr el¡drcnic or oanrprnsathg manual sptrn approvab n'íll bc
lrylemented ln üe KlnderTradt EFûom as a correctiye actlon.

Færunond¡tiorrtlr2

Reçrlæ Elþbi¡ty Woftarc and Etglb¡llty Suparvlær to prccaca allpayrncnt ratc changæ
in KlndrfTrdc

DCFS nr+onrc: Agreo. On Aprll '12, æ16, a protocol uns lnplemsnt€d rcqulrhs
ElþËlllty Wofiem and Ellgibny Sspewf¡oæ b enter and eptoua nbe ln
KhdeiTrecl.

D€gÊrùn€nt d Ctildrsr md Famity Senicæ m¡negûmnt nsoho he oler and under
peymeob nded in our ¡evlew'

DCFS Rcepomc: Agfee. ûr Juna 15,2016, BCFS Fbcd Chld Gare management
corÉted lts re€ealtñ arid hes put ¡n plæ a stn¡cilured prooæs ol rccovedng
confimrd owpayrnents and lleJip nrpplemmtal mranl¡ for ærecllrg
r¡rÉcrpaymnlJ nffi in üi¡ rwicw.

Ræmmsrddonll

Degaûnart ol Chldren and Famlly Sorulcec managpmenteval¡ate mdifyhg KhdarTrad¡
to autsneÞ all dtffi ciero pâyrnfil calcul¡lione basod on thc drld cale hours enleled,
¡ndud¡ng modf/ng he Sy¡þm to calcr¡laþ payrnent for prcmium hour and prontod cÌrild
calo nþg

DCFìS Flçor¡: Aguee. DCFS BIS manaçment h æncultation wilh he vandor
dslermlned thd ü€ functlmalþ already edsl. Fbuever. üey wlllaulomat€ child care
paynrenle, lnclurllng payment Íor pnmlun houa and porabd chlld can ralec, st

ßrprr b lrr Aráor€oñlrd¡r,¡ EFB - Klîd.rTnst 8¡rl¡n Fl¡vlr
¡¡ì. ¡0. eøa
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appÍcabþ, erìd h accordance to Slate ngulaüona. ln aüffrfon, Cñ¡E Carc Pmgranr
and Flscal Payrnent stef, wlll be prcvlded halnlng on proper uülzetlon d thÊ e¡ptern
by August 31, 2010.

Racommcndrlion 15

Develop e præecs b monllor cfrengss to chiH car€ pâyment law. and adfirl payunnt
prooeases to addcss new bgalprov{dons.

DCRS Rcoporr¡c: Agree. IrcFS managnmenl ha¡ de\reloped ancl lnpbmentcd e
pñroess rñere all lvlanagement Buldins frcrn lhe Californh Depafiiørt of Educaüon
(COE) arp leceh¡ed by boür GhlH Cara and Fþoal rnanagen€nl. ß srrc-lì, drar¡es
in childcere payme'nt lawwllbe corúrned mdthe paynr€nt proæss nrillbe aduated
to corply wiür neu legal provi¡iqr¡ as applofbb.

Fcconrmordrtbn 16

Evaluate lhe fêedbnity and oo€t b€rìenl of idenüf¡¡hg and reeoMng the prcmium chiH c¿lr
paymffit crum that h.r€ occurud dræc ãXÌ9.

DCFS Rrrponr: Agre. DCFS Flscal menegûrnnt enlueþd tlre fea¡lbility rnd
coct benelil of ldefiüfyhg and lacottlrp potentlalpremfuin cÌriH cate paym€nts ddhg
b¡clr to 20f13 ¡ntl tletennlned thal lt l¡ not fea¡5þ nr æl dfccüvc- olr avenç
them arp 16,700 payrnatl prcceæed mnrdly, althor¡h only a cmall podion ol
pmrtders r¡ælw pnmlun paymsntr, a rnanual revlew of all tlmesheets,
epprcrlmalely 217,OOO, would be næcsary ln oldcrþ cvaludc punhn üikl caæ
paym€rill. Furñernore, tñete lr lhe poadblþ thât ûe pomlum cilld carc psyrnerite
were procecsed oonectly by ctafr h the eeclion dudng thal tirp, Alûrougtr it b nol
fcaable nor cæl decüw for elrtlng ffi to rurdew approrlmdCy 217.(þ0 and
oonlin¡e pocessi¡ new tirneahest¡ h a tlmely memer, modflcallolr haw bcen
made to the KhderTrack systern to auþmab prwnium hour¡ for fuù¡le paynpnf.

Rcoommondrdon t7

Evaluate modylry KlnderTrd< to prchblt paymenls that oæeed a prcvldet,e maûet raþ
lor chld c¡re.

DCFS Rcçancc: Agæe, D{CFS BIS mmagemmt evah¡ated and detemin€d üal
thlr functlanalty alnadyerleta; and thc lftûdTrad( qËilem b confþunad to procaaa
the leeeer d üe cet{fied ¡ete and Rsgüonal t ertd Èlo (RMR). lt lr ndcsorüry to
mcntlm lhe Strte alloçr payrnents to üt3 prwider h n¡e hdarpg fiat may be
abovÊ the Rl¡lR. Nonelheþ¡¡, on June 2,2016, â protoool was put in place and llne
*aff tm¡ ¡nstn¡úted to dl¡contlnue meklng peymenb thal erceed a prcvider'c me*ct
rale for cñld can. For a ¡an End documented rêâEon aloryabb by üre Slate exbt,
pay,ment supeMsorr wlll revlew and eval¡ate thoce caÊes þ deÞrmhe if a peyrnent
orrertlre RMR l¡ warrarrted.

Rær¡ lo it¡ AtfrnCotütdÍ¡ DCFS - K¡derTr¡ck SyÛ' R¡l¡¡v
.Jrnæ, æ16
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Fccqnmcnd¡üon 18

Evaluete modltylng KhderTn¡ck lo automaücally adjæt Fegional tüartet Reþ (FMF) fnb
for premium child care houtl, and climinab thc RMR ovsrida feaü¡re.

DCF!¡ Rccpomc: Partblþ Agree. DCFS BIS managanent alalualcd the q¡nerr
end delernined håt the ft.rætiona¡ty to rdjusl RMR limiù¡ br prcmium drild catc
hq¡rs already e¡dsb. Newilñeleso, the FMF ovenlde fealurc wlll bo ellnlnaled flun
llnc ctaff. llou¡pvcn the RMR ot¡anide fe¡ù¡re b sú¡llneoessaryto hæe and be uü¡æd
ln emre exce$onal hctances wh€n rvaranted and documenþ( therdors, thb
feaù¡ra wlll be r€drlcted onþ to eupervieory etâtf to apply.

R¡conrnonddon lO

Evaluate modll$rB KhderTn* lo automalbally adlu¡t pudder ntee as a c|tld gets oHer.

OCRS Fcrponr: Agme. DCFS BIS rnanagement evduated ard delem¡ned üat
the q¡slem can autornalically adin the ratee as brrg as the fwiJe/e rate€ for
dtlfrrcîl ego grorpo ars entorcd h the provider rale paga wlür oorecpmdng
aftecilhË date and and daþ. On Oeo€mber 15, ã115, a prctocol mr inplemenled
and sHf uns hs[r¡ded, upon idenüfylng lhat a ôfd râ,t harc a chanç h aç during
tlæ cerfficatim perio4 b crêale tuo cadllcaþe ln tlæ cystem durirìg htake, eadr
dgntfing the appropriate prcvidcr ¡etc lorthe a¡¡oclated age ol the álH. Upon lhe
chllds blthdsy, the age epproprlate rale rrl be efrecdvo and tñe pdor rale wlll ond,
ln atldilon, the ayrtem wllprompt an aleil 45 dap prþrùo a ctrlld's Hnhday br elatr
to ctpuru a ccllflcab ha¡ becn cr¡atod uilñ a n¡s rat¡.

Recomnpndgtlon tlO

Engr¡¡e lhet stú file provlder rale ICe tlmely h th€ prcvider fle.

DCFS Èrponr: Agrto. On F¡bruary 18, 2016, e pnrtoæl was imflemented and
stañ hæ been lnsür¡cbd that at üe l¡rræ of an ldüal and recedffcallon viell to requed
a copy of raleg and file in the prwiJer foldar br suparviaor revbw.

Rq¡¡ommrnùüon lll
Depaûnent of Chiltlrun *rtl Famly Seryloee managprn€nt rcquhu cnrcllnrnt ¡talf lo crilor
prsvidø rçfitration fccs in thc Syrtem wñen they crate tha pmvlder, and allow
KhdelTræk þ autornallcally adtl the ægistration fee to ü€ provideds firt cfiild cen
parncnt

DCFS Rcrponæ: Agree. DCFS Chlld Care enrollnert ståfi hatlc bcen lrçtructed
þ enter reglslratlon bes ln lha System along wllh ñå prcvlde/s llrst chlld care
paymcnt ¡rfien they croete the prcvider prclile. Registration feee ahng ulÜr the
prwkþfg flret cfilld câr€ peyment will be pald up to lh. Rfr¡lR knit a¡ allowed. For

Fætr þ !p Àdor€oll¡dl¡f¡ OCFS - lú¡ùT¡É Wm R¡{h
J|nãt,2Ol0

Frgr td¡



Attachment ll
Page 5 of 7

ragfehaüon fH lhst cannol be pald ln fullrlutlng üre llrd paynant duc to tñs FilF
ümll, lrrclem¡ril¡l peymenls up to thc RMR lint uill aulqndidty bc paE eeô monlh
heroafter untilttrc full ægúchrüon fee b paH to the pmvlder.

Rcconrn¡ndedolr tlZ

Dolelop wrülen drlld can papncnt po[cfrc and procadulac, h eooord¡noe wllh appllceble
nguhüona. b guide stef in thelr payrnent proæcslng clutþs.

DCFS Ræpore: AgFe. 9¡ lgdl 15, 2016, ctriH cale pa)rmsrt polltoc and
prooeú¡lrs mn updated and dscemlnaÞd þ slaft hcüncling hem ol heir payrnent
grooecohp duteg.

Ræom¡trnddm t13

Dorclop and deliwrperiodic Êtattlnhhg on chtd câr€ paymcnt polcbc and prcocdurcc.

OCFS Ræponr: Agtrce. Fþcal Chld Care dãtf has bsan hstn¡sted and treined on
pollcles and pruæ4rrcs lhd wela discerninted on Apd 15, æ16. ln addlthn, sffi
vdl be prudded tnhhg fûn the v¡ndor on prcper cüfigufaüon and uüfdon of the
q¡rlcm þ adtclr to ürc rccqnmcnd¡liorp cont¡inod h th'¡r rcport, F¡ndV, rlaff will
be provlcbd ongolrB rslredror lralnlng m e bt'mnuel basb.

R¡oqnmoodfim tl{
Obtain prwider sþaturcc on all Ceillfrcates for Chld Carc Sa¡vloec b document each
pmvida/e agrocnËnt b ürclr chlld carc peywrÊnt rde.

DCFS Feaponre: Agree. Orr Aq¡¡Et 12, ãt15, OCFS Child Ca¡e managem€nt
lnplsnentcd a cùeckllst foranpcnlror revlar to emup lñst provËer rlgnaürtur are
on a[ csrüffcåte¡. ln dd¡t¡on, on Febn¡ary lE, 2016, a reminder wr¡ b¡ued lo Child
Gaæ prograrn supervlsore and et¡lf lelbraüng he rcqdrement b sd þ obtdn
Cgnaü.ttea frcm tlr canglror, provider, and Chlld Care EllV on the catüñcate lonns.

Racomncnd¡tion 116

Retum hcorpble chld can lin€carû to prwilelr forcomesüon.

DCFI9 Rorporæ: A$Ee, On June 00, ælE, DCFS Chlld Cao program sHf
nooarcñ¡rl lh nlnc tlmrch..b lùtrtlllrd ln tlìb repon and lur nn in plæ a prco6s3
to rrrork rNith th€ provHera lo oorrest the ralumed tlne¡heet¡.

ngols þ |tr A¡dlor€orfdld¡ OCFS " l(lÉ./trú ffrm fuvlr
J$tæ.2(116
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Rroommrdrüqr 116

Reçlre staff lo review the elstr¡s ol cnld can portlder lloensec at basl evÊry elx monlhe
wfien renerftg pmdder agraamente, and bmlnab aguements wlth prwlder¡ rùo haw e
elspendetl or canoeþd lcense.

DCFS Rrponrc: Agnc. DCFS ChlH Can plqgram sîú r€vfswed lha Ca5omia
Depadrænt ol Social Servbes, Corununlty Cele Llcenelng (CDSS CCt) Dlvþþn'¡
webcile ât leasl thrce dfneû durhg tlæ agrêentent lern to cfisdr br violations and
ancpenslon. Ût t¡tay 9, 2016, ctdl rmas lnstructld to prlnt oul tlp stet¡6 and ñþ it in
the protüer fokr, Thb procoae is opeeted at the limc of oortäicdion.

Rcoommond¡üon 117

Assfgn etaff lo regbler each Program pw,fder for aulomated emall notlllcdion fiorn üre
Communþ Cale Licanúrg Div{ahn, and to mmlbr a¡rd n¡olw lloanee bei¡es bcnlllcd ln
the email notifications.

DCFIS nerpoæe: Agree. On lâay I 1. 2016. DCFS Chtd Cele m¡nagpmsnt
ætrblhhcd e dtlld cen mrËor lhat a0ow¡ ¡utaneted emeil ndlftdions lrcm the
CCL. Ch¡H Care EW dú het been asaigned to mmllormd ¡ecolw ie¡u€t ilmlücd
h the ernail notlhallqs.

Rccomm¡nd¡tft¡n ll8
Evaluate modltylng lûrtbrTraclt'e ¡uùomffd úplbele paymGît chccft b rbtect fupble
payments lrangniled in separab drild carc payrn€nt files, and enrur? etell palom Up
dupllcab payrnont úed( beûore mnEmlüng üæ payrnent ftþ þ ca¡¡45.

DCFS Fcrponæ: Agrre. A û¡pliceftr paymenl ched¡ pn¡cels b ornnüy
pa¿lomecl, lìousrsr, wlüì ¡ hnitsd soopr in that it b FerforflEd only wlüiln an
paymmt tre. Th€ scope ol the cur€rìt præess ürll be oganded þ úsd( againal
pcvlour paymcnt lllct to dct d dupllcate paymenta belon tnnrmltthg the paymenl
f¡b to oCAPS.

Rccomm¡rleüon tl9
Paynrnt æclþn cçervlcolc docunent ürat they rwiil end Þsolye poeelble ûpllcab
peyrnent*

DCFS Re¡pon¡o: Agree. On Apnl 27,2O1O, a prcceæ was lnplem€ûtsd h wh¡dt
lhe DCFS Fkcal Chld Carc Peyment Sodlon supeßlsor wdfþc a sanple of
ti¡cCteeb lor æcuncy prior to the manager nnnlng the payoll. ThcreafÞr. üìe
autornaþd duplcate paym€nt úcck procass b ran: and the Fayment ¡laff revleun

nryq¡¡ E tho A¡dllor€onffi. O|cF3 - KH¡Î'rcl 8ttñm f¡þr
Jur ¡O, zûla
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and p¡olræc pocsblo d$lcalc paymentc ldanffid by üp ¡rilomr,tcd údbaþ
peymnt âed( procet!. Onæ üp dr.plNcmr d¡ar¡rp proca!! b conpbÞ, the
pry'menl fle b trnsmitt€d b cCAPS.

Rocommrdrriqr l2O

Canad tt¡c cu¡pcnd€d cñlld car€ payínsflts notcd h ot¡r rlvl€ür.

OCRS Frrponr: Agtrc. On Mry 2f , ã)15, OCFS Fbcll ChId Cr¡ Prynmt sffif
comptUcC åE meearü and cmceþd ¡[ 20 rucpuded c]rld c¡re pepnenle ldrtffied
h thle rrport. AddltionCly, OCFS Pttrnrcnt rtdt cnh¡næd lb pmcær to cencel fi¡ûr¡rr
urpmded cfilld care paym€nb throly.

Rcconmgrûüm lill
Eúance ps!ínont monibrþg proocûrnr to ena¡rs dú n¡ohp and mmor r¡pcnÒ¿
paymenûr f¡om eGAPS in a liÍ¡ely mmncr"

OCF9 nr¡eolr: A0r¡o. On May 21, t¡f¡15, es notcd ln Recqrmndatþn lZ!0,
DCFS Fbcal manryement e'rfi¡noed ltg peymsnt monltoltrg procedw€s end prccees
ùo ¡e¡ohrc end nrmorc a¡apenOe¿ úiE can pa1¡mrür t¡ne}.

Recommcndrüon üÈf

Evduda rrcdrfyhg l(hderTreck to acclpt .CAPS mmnt pocô¡a<
eúomaûicaly hg dircrepanc¡or betücen KhdorTnd¡ and eCAPS.

drtr, and lo

DCFS n¡¡eotn: Agrrc. DCFS BIS tnenqrmetil etrdttltld ürr q¡n¡tï Wn
¡rÉ detcmhod tha cunsrü ¡f¡bm b hqaHs d mplirq pcthk frk and
fbgglng the drcragar*e; lþûsrer. DCFS BIS ul ergble ûre po€Cbllty of t.gebllng
v.nbn 3 to r,!ú!bn ¡l of Khtb/fræh rtrhñ wlll eþw üS ñ¡ræüor¡!ffiy.

Rceotnmondn¡m ItE

Deperünenl of Chlldpn entl Frnly Senfuæ mmegenrent clrr¡rc rtefl pcrlom e d¡k
¡ltos¡rnent m the KhderTrad¡ Syslem ¡¡ p¡rl of tlr lnlemal Cmüol Cordflcúion Progrrír.

OCFS n¡eoln: AgEc. DCFS BIS managrrent $llconduct ¡ lblr rúÉlrililt
m he KhderTrd< Sy*em æ ¡ püt ol il¡ lnþrnel Control Ceilificatbn Prcgrun.

ñçml b trc A¡üq-Cqtr¡f/r OCFS - lÚttrlÌrd 8Ëltr Forrh¡
"iD æ, illC
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